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Global requirements

Messages must be secure
— Broadcast messages can't be spoofed — authentication
— Unicast messages can’t be spoofed or eavesdropped on —confidentiality

The system must provide anonymity for operators of end-user
vehicles
— Individual messages don't give away identity
— A set of messages can't be determined (by their contents alone) to have
come from the same origin
— No anonymity requirement for public safety vehicles / RSEs

Must be able to remove bad actors

1609.2 is the first step towards meeting these requirements

— Not complete
— Additional work is going on in VIIC project



Potential Security Models

Message-based
— Each message is created and processed separately
— Examples: Multicast, Store-and-forward

— Security format typically doesn’t depend on location in stack, just
on information to be secured

Session-based
— Incur overhead to set up security information for a session
— Use that information for the whole session

— “Session” can be application-to-application, IP layer-to-IP layer,
airlink-to-airlink

— Security protocol will need to be integrated into the specific
comm protocol in use.

— You can always use message-based security to simulate a
secure session, but it requires care in the design of the
application data

Need timestamping or similar to show that message A is in
fact a reply to message B, not message C
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Application Security Models

OBE 2 OBE 1 RSE Backhaul
Application Application Application Application
Network Stack Network Stack Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) AC/PHY)




WSIES

Broadcast, RSE stack to OBE stack
Must be authenticated

Message-based security

OBE 2 OBE 1 RSE Backhaul
Application Application Application Application
Network Stack hMetwork Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)

Airlink
AC/PHY)

Airlink
(MAC/PHY)




Curve Rollover Warning

Broadcast, RSE application to OBE application

OBE 2 OBE 1 RSE Backhaul
Application Mﬁﬂlﬁﬁ—% Application Application
Network Stack Network Stack Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) AC/PHY)




Heartbeat

Broadcast, OBE application to all applications in range

Must be anonymous

OBE 2 RSE Backhaul
Application Application Application
Network Stack Network Stack Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) AC/PHY)




Tolling

Established via WSIE

Data exchanged between OBE and RSE apps; must be
confidential and authenticated

OBE 2 OBE 1 RSE Backhaul

Application Application (_|_|_) Application Application

Network Stack Network Stac Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) AC/PHY)




e-Payment

WSIE advertises gateway to e-Payment

Short session of data exchanged between OBE and backhaul
apps; must be confidential and authenticated

OBE 2 OBE 1 RSE Backhaul
Application Application (.H_ADMn_.l_l_)Application
Network Stack Network Stac Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) AC/PHY)




Navigation

WSIE advertises gateway to Navigation

Long session of data exchanged between OBE and backhaul apps;
must be confidential and authenticated; may extend through multiple

comm zones

OBE 2 OBE 1 RSE Backhaul
Application Application (.H_ADMn_.l_l_)Application
Network Stack Network Stac Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) AC/PHY)




Authenticated backhaul access

WSIE advertises gateway to backhaul services

Before OBE is allowed onto backhaul, it must authenticate itself using
an anonymous mechanism

Establish secure session at network or airlink level

OBE 2

OBE 1 RSE Backhaul
Application Application (.H_ADMD_JJ_)Application
Network Stack Network Stack Network Stack Network Stack
(UDP/IP, WSMP) (UDP/IP, WSMR UDP/IP, WSMP) (UDP/IP, WSMP)
Airlink Airlink
(MAC/PHY) MAC/PHY)




Multiple Security Models

Some of these security requirements are best addressed by
session-based, some by message-based security

Now look at the lower-level mechanisms that can be used



Mechanisms

Public-key cryptography

— Allows two units to communicate securely without having previously agreed a
secret

In particular, allows authenticated broadcast messages:
Sender signs; receiver verifies.
1609.2 uses Elliptic Curve cryptography with 256-bit keys

Digital certificates

— Trusted third party (“Certificate Authority”) says “Public key A is authorized to
perform operation B”

Can be anonymous or identified

POC achieves anonymity by allowing multiple OBESs to use the same key
— Message recipients must know CA public key in advance

“Root certificates” to be installed in security processing module
— If certificate owner misbehaves, can withdraw permissions

Explicitly: distribute revocation list

Implicitly: set expiry date in certificate and don’t reissue.



Secured Messages

How does receiving app know it's safe to act on a received
message?

— Signature is valid (using public key from cert)

— Cert is valid (chains back to known issuer, all signatures check
out along the chain)

— Cert contains appropriate permissions



SignedMessage processing: Transmission

Generate a random message ID.

Get the current position and time values.
Encode the unsigned _message value.
Digitally sign the unsigned_message value.

Create and encode the SignedMessage value.



SignedMessage processing: Reception

If any of the below fail, discard the message:

Decode the message, i.e. parse it into its constituent elements.
Check that the transmission_time is within the acceptable time window.
This check may be omitted if the application has an equivalent check
Check that the transmission_position is within the acceptable position window.
This check may be omitted if the application does not need it
Check that the message is not a repeat of one already received
Legimitately repeated outgoing messages must be timestamped
Construct a chain from the sending certificate to a known root certificate.

Verify that the signed message conforms to the permission in the certificate, and that
certifcate conforms to the permissions in its issuing certificate

Application scope, geographic scope, etc
Verify that the sender s certificate has not been revoked.
Verify the signature on sender s certificate and the message

Accept the message and pass it to the calling application.

Note: The results of some of these operations can be cached for performance
reasons.



Checks

Anti-replay:
— Store [hash of] all messages within the last t seconds.
— If incoming message is older than t discard
— Otherwise check against stored messages for replay.

Check scope

— All certs in chain must have Geographic and Application
constraints that allow them to grant permissions to send the
message

CRL checking
— Behavior if no CRL is available is a matter of policy.



Encrypted Messages: Transmission

Retrieve the certificate of the desired recipient from cache. Ensure
that the recipient has an encryption key. If not, abort.

Check that the recipient’s certificate has not been revoked.

Select a symmetric encryption algorithm from the
supported_symmetric_algorithm field in the recipient’s certificate.

— AES-CCM is the only algorithm supported in 1609.2
Generate a random key for this algorithm.

Retrieve and encode the message to be encrypted.
Encrypt the message.

Create a Recipientinfo field. Create and encode the
EncryptedMessage with the FurtherSecurityProcessing flag set as
appropriate.



Encrypted Message: Reception

Parse the Recipientinfo field to extract the encrypted symmetric key.
If the Recipientinfo field indicates that the key is for an unsupported
algorithm, output “failure” and exit.

Decrypt the symmetric key using the associated asymmetric
decryption algorithm. In the case of this standard, the only supported
asymmetric algorithm is ECIES as specified in clause 6.2.1.2. If the
decryption of the symmetric key fails, output “failure” and exit.

Decrypt and authenticate the message using the extracted
symmetric key. In the case of this standard, the only supported
symmetric decryption and authentication method is AES-CCM with
128-bit keys, specified in clause 6.2.1.1. If the decryption process
outputs “failure”, output “failure” and exit.

If the content_type field in the EncryptedMessage was set equal to
secured(2), return the decrypted message to the security layer for
further processing. Otherwise, forward the decrypted message to the
application.



WSIES

Channel switch announcements must be authenticated
— Requires signing something...

To sign entire beacon would require rewriting 802.11 MAC

Instead, sigh WSIE (PST + WRA) — this is under control of
WME (1609.3).



Consequences of security solution

Increase in overhead
— ~ 200 bytes for a signed message with one certificate
— ~ 150 bytes for an encrypted message with one recipient

Computationally intensive
— Software: 100 verifications / sec on 400 MHz PC

— National requirement: 10 heartbeat messages / sec from 250
vehicles = 2500 verifications / sec

— Requires hardware acceleration

Infrastructure requirements
— Issue certificates
— Issue revocation information (potentially quite large)



1609.2

IEEE Draft Std 1609.2-2006 was issued July 6, 2006

It contains formats for secured messages
— Signed and encrypted

It contains mechanisms for identified authentication
It contains certificate issue and expiry mechanisms

It does not contain:
— Anonymous authentication mechanisms

— Secure session protocols optimized for DSRC/WAVE setting
(though note that standard internet secure protocols may be
appropriate)

VIIC project is developing candidate techniques for the
techniques missing from 1609.2.



