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Abstract—The keyless entry systems in cars enable users
to lock or unlock cars remotely. One of the popular types
of keyless entry systems used in cars is the Remote Keyless
Entry (RKE) system. With the advent of quantum computers,
quantum computing-enabled cyber-attacks are an imminent
threat. The security offered by current cryptographic techniques
is inadequate to protect systems such as RKE from such future
quantum attacks. In this paper, we propose a quantum-safe
authentication protocol leveraging Quantum Key Distribution
(QKD) that authenticates a legitimate key fob before unlocking
the car. We present a formal security proof and an informal
analysis to show that the protocol is secure against several
attacks. To the best of our knowledge, this is the first protocol that
protects RKE systems from future quantum computing-enabled
cyber-attacks, in addition to the existing replay and RollJam
attacks.

Index Terms—Authentication protocol, quantum gates, Quan-
tum Key Distribution (QKD), remote keyless entry systems,
security.

I. INTRODUCTION

Keyless entry systems are integral components of modern
cars. The Remote Keyless Entry (RKE) systems enable the
user to unlock or lock the car door with the click of a
button on the key fob. This paper focuses on the security of
RKE systems. In RKE systems, the key fob transmits Radio
Frequency (RF) signals when the key fob button is pressed
by the user. The first generation of RKE systems used static
codes where the same code is sent to the receiver whenever the
user presses a button on the key fob. Later on, RKE systems
built on rolling codes were made available in cars where the
code increments with the key fob button press. Being an easy
target for attackers, several attacks have been reported against
keyless entry systems [1]-[4]. Keyless entry systems that use
the same code for all unlock signals are susceptible to replay
attacks as the signals can be captured and replayed later on
by an adversary. Even the rolling code-based RKE systems
are susceptible to certain types of replay attacks known as
RollJam attacks [5].

Several solutions based on classical cryptography have been
proposed in the literature to protect keyless entry systems
from various attacks [6]-[9]. However, most algorithms are
based on traditional symmetric and asymmetric cryptographic
techniques. The security of systems that employ asymmet-

979-8-3503-2928-5/23/$31.00 ©2023 IEEE

Nalam Venkata Abhishek
Infocomm Technology Cluster
Singapore Institute of Technology
Singapore
venkata.abhishek @singaporetech.edu.sg

Biplab Sikdar
Department of ECE
National University of Singapore
Singapore
bsikdar@nus.edu.sg

ric cryptographic techniques is contributed by the difficulty
of solving the underlying mathematical problems, like the
discrete logarithm problem or the integer factorization prob-
lem. However, with the introduction of algorithms such as
Shor’s algorithm [10], a quantum cryptanalysis algorithm that
can solve the integer factorization problem and the discrete
logarithm problem efficiently, the security of systems based
on asymmetric cryptographic techniques is at stake. Grover’s
search [11] is an exhaustive key search algorithm that can be
employed to make the search for the key used in symmetric
encryption techniques faster [12]. Grover’s search can be used
for a brute force attack on an N-bit symmetric cryptographic
key scheme to find the key in 2% iterations. By employing
Grover’s search, the security level of the popular symmetric
cryptographic key scheme, Advanced Encryption Standard
(AES), reduces by half [13]. Note that symmetric crypto-
graphic schemes with larger key sizes can mitigate the impact
of Grover’s search. However, asymmetric cryptographic algo-
rithms, that are not quantum-safe, are commonly employed
to establish the key for symmetric encryption in systems that
use symmetric encryption [14]. Side-channel attacks also have
been attempted on symmetric encryption schemes [15]-[18].

Therefore, algorithms resistant to quantum computer-
enabled attacks are required for securing RKE systems. Quan-
tum Key Distribution (QKD) is a technique that can help to
make systems quantum-resistant. This approach requires the
presence of a wireless optical channel which can be easily
achieved in the current scenario. The fact that the parties
participating in the QKD process may quickly identify an
eavesdropper is the major advantage that motivates the use
of QKD in this scenario. This advantage can be attributed to
the properties of the quantum systems [19].

A. Related Work

We present the related literature in this section.

RKE: Various vulnerabilities that exist in keyless entry
systems and the attacks against them have been demonstrated
in literature [2]-[4]. The authors of [20] performed attacks
on RKE systems in different car models. To protect RKE
systems from replay attacks, authentication protocols based on
timestamps [6] and a symmetric encryption algorithm [8] have
been proposed in the literature. An authentication protocol



based on timestamps and XOR encoding was proposed in
[7]. A scheme built on an asymmetric cryptographic technique
to authenticate a legitimate key fob was proposed in [9]. A
mutual authentication scheme for RKE systems was proposed
in [21]. However, the protocol in [21] requires a key fob to
be equipped with additional hardware (a Physical Unclonable
Function (PUF)). Also, the protocols proposed in [6]-[9]
and [21] do not protect RKE systems from quantum-enabled
attacks.

OKD in hardware-limited systems: The use of QKD for
hardware-limited systems has been explored in the literature.
In [22], the authors proposed a lightweight transmission
mechanism for secure data exchange in IoT networks. The
proposed algorithm defends the network from eavesdroppers.
The authors also showed that by using QKD-based algorithms,
the latency and power efficiency can be improved. The authors
of [23] have also demonstrated that the battery lifetime of IoT
devices can be improved by deploying QKD-based algorithms
for secure data exchanges. The authors of [24] proposed a
novel technique for simulating QKD between IoT devices
and a server. They claim that the proposed technique can
be applied with fiber or with free space optics. In [25], the
authors proposed a QKD system using the decoy-state method.
According to the authors, the proposed system is immune to
various attacks with reasonable performance.

B. Motivation and Our Contributions

It is essential to secure RKE systems from various attacks.
Several solutions built on symmetric or asymmetric crypto-
graphic techniques have been proposed in the literature to
secure RKE systems from various attacks. However, none of
these solutions address quantum computing-enabled attacks
and only focus on attacks by classical computers. The pro-
tocols built on asymmetric cryptographic techniques can be
compromised by using Shor’s algorithm [10] and quantum
computers. The protocols based on symmetric cryptographic
techniques are vulnerable to Grover’s search [11], Shor’s
algorithm if they employ asymmetric cryptographic techniques
to derive the symmetric key, and side-channel attacks [15]-
[18].

The contributions of this paper can be summarised as
follows:

« A quantum-safe authentication protocol for RKE systems
based on QKD: We propose an authentication protocol
based on a key derived through QKD. Quantum mechan-
ical principles serve as the foundation for the proposed
protocol’s security.

« Efficient design of the protocol: In the proposed protocol,
the participants derive the bases for quantum measure-
ment from the established quantum key while transmit-
ting the message. This approach eliminates the need
for public announcement of bases. It is more efficient
than using random bases and their announcement as the
sender and receiver do not have to discard photons due
to basis mismatch. All photons transmitted are useful in
this approach.

« Protection against conventional and quantum computing-
enabled attacks: The proposed protocol offers protection
from conventional replay, RollJam, and impersonation
attacks as well as future quantum computing-enabled
attacks.

o Security analysis: We provide a formal security proof
and an informal security analysis to show the proposed
protocol’s robustness.

II. SYSTEM MODEL AND ADVERSARY MODEL
A. System Model

The system consists of a key fob and a receiver at the car.
The user activates the lock or unlock operations by pressing
the corresponding key fob buttons. Then, RF signals indicating
the operation to be carried out are transmitted to the car.

B. Adversary Model

We assume that the adversary has the capability to perform
attacks with conventional and quantum computers. By using
conventional computers, the attacker may eavesdrop on, cap-
ture, jam, or replay the signals between the key fob and the
car. The adversary may also eavesdrop on and capture the
messages exchanged over a quantum channel. The adversary
may have the capability to perform physical attacks on the
key fob to get the stored secrets, if any. Also, the adversary
can execute effective computational attacks using quantum
computers. With these capabilities, the adversary can carry
out the following attacks:

« Replay Attack: RKE systems that always use the same
code are highly vulnerable to replay attacks as the
adversary may capture the signals and replay them later
to get access.

« RollJam Attack: In the rolling code-based RKE systems,
the code increments with every unlock operation. Though
they are immune to replay attacks, they can be the targets
of RollJam attacks. In the RollJam attack, when the key
fob sends an unlock signal, the attacker captures and
jams it. Then, the user attempts to unlock the car again.
The second signal is also captured and jammed by the
attacker. Together with this step, the attacker sends the
first stored unlock signal to the car so that the car gets
unlocked. The user does not notice that he/she has been
the victim of an attack since the car gets unlocked on the
second attempt. Now the attacker has captured a valid
signal to unlock the car that can be used later.

¢ Quantum-enabled attacks on RKE systems: RKE
systems that employ symmetric key encryption are vul-
nerable to Grover’s search and side-channel attacks. Also,
it has been shown that the security of the systems based
on asymmetric cryptographic techniques can be broken
using quantum algorithms such as Shor’s algorithm [10].

We can model the capabilities of an attacker A to eavesdrop,
capture, jam, or send a message m over the quantum or
classical channels, or perform physical attacks on the key fob
using the following queries:



o Monitor() models the query when A attempts to monitor
the exchanged messages between the key fob and the car
over the quantum or the classical channel.

o Capture(m) models the query when A attempts to capture
message m sent between the key fob and the car over the
quantum or the classical channel.

e Send(m) models the query when A attempts to send
message m to the receiver. The message m can be sent
over the quantum or the classical channel.

e Drop(m) models the query when A attempts to jam m
from the key fob to the receiver to prevent m from
reaching the car receiver.

e Retrieve() models the query when A performs physical
attacks on key fobs to retrieve any secrets stored in the
key fob memory.

An attacker may call these queries a polynomial number of
times.

III. AUTHENTICATION PROTOCOL

We employ QKD to arrive at a key between the key fob and
the car receiver. Then, based on the derived key, messages are
sent in a secure manner from the key fob to the car receiver.

A. Preliminaries

In this subsection, we briefly present the basics of quantum
key distribution and quantum gates.

Quantum Key Distribution: Quantum key distribution
leverages the properties of quantum mechanics to derive a
symmetric key in such a manner that any eavesdropping by
an adversary will be known to the sender and the receiver
[26]. A QKD link consists of two channels: a uni-directional
quantum channel that transmits photons and a bi-directional
classical channel. Any medium which allows light to go
through acts as a ‘quantum channel’. The quantum channel
can be line-of-sight free space or optical fiber. QKD provides
unconditional security with an authenticated classical channel.
Without authentication in the classical channel, there is a risk
of man-in-the-middle attack. The usual method to authenticate
a classical channel is pre-sharing symmetric keys between the
two involved entities [27].

Bennett and Brassard defined the first QKD protocol in
1984 called the BB84 protocol [26]. In this protocol, the
sender generates a stream of classical bits. These bits are
encoded into a sequence of polarized photons. The resultant
sequence is sent over the quantum channel to the receiver as
qubits. When the receiver receives this sequence, it measures
the received photons’ polarization in a random sequence of
basis. Then, the receiver informs the sender about the basis
that was used for each photon. This step is carried out over
the classical channel. The sender informs the receiver which
bases used for measurement were correct. This step is also
carried out over the classical channel. Then, both parties keep
only the data from the correct measurements and test the
correlation. If there is no eavesdropping on the channel by
an adversary, the correlation will be high and a symmetric
key is established between the two parties. If the correlation

is less than a threshold value, the process will be repeated to
derive a key.

Quantum Gates: A quantum gate is a quantum circuit
that operates on qubits and enables quantum state transforma-
tions [28]. Since quantum state transformations are reversible,
quantum gates also are reversible [28]. A quantum gate can
be represented by a unitary matrix, e.g., a quantum gate that
operates on [ qubits can be represented by a 2! x 2! unitary
matrix. We use the identity gate I and the X gate in the
design of the protocol. X gate is the quantum counterpart of
the NOT gate used in classical computing. The I and X gates
on a single qubit are given below:

b xRy

B. Proposed Protocol

Assumptions: We assume that the car receiver and the key
fob are installed with QKD devices. We also assume that a
pre-shared symmetric key exists between the key fob and the
car receiver prior to the key fob’s first use. For example, the car
manufacturer can pre-load a symmetric key in the key fob and
the car receiver. This is to authenticate the classical channel
in the QKD link for the first instance of the use of the key
fob. After that, with every authentication event, the classical
channel will be authenticated with a different key. There exists
a counter value at the key fob. For the first instance of the use
of the key fob, this value is set to zero.

Mutual Authentication Between the Key fob and the
Receiver:

The authentication phase is illustrated in Figure 1. When-
ever the key fob button is pressed, the following actions are
performed:

Step 1: As mentioned in the assumptions, a pre-shared
symmetric key Sj exists between the key fob and the car
receiver before the first instance of the use of the key fob. Sk
is used to authenticate the classical channel in the QKD link.
Then, as described in Section III-A, a key P of length n is
established between the key fob and the car receiver through
the QKD process. Let .S = Pj.

Step 2: The counter value is incremented by 1. Then, the
key fob appends the command to be performed (e.g., ‘unlock’)
to its identifier (ID) and the counter value to generate a
message Y of n bits, i.e., Y = {ID || counter | cmd}.
Let y; represent the i*" bit of Y.

Step 3: The key fob generates a vector Y? of n qubits
from Y. The basis to convert a classical bit y; to a qubit y
is selected based on the following rule:

. Rectilinear, 1If S; =0,
Basis = @)

Diagonal, Otherwise.

Hence, if y; = 0, based on whether S; = 0 or S; = 1,
y! =10) or y! = \}5(|0>+ |1)). Similarly, if y; = 1, based on
whether S; =0 or S; = 1, yf = |1) or ¢ = %(|0) —[1).
This can be written as:




Symmetric Key S= P,
Increment: counter

Y=ID || counter || cmd
Based on S:

Generate a vector of qubits from Y

Apply quantum transformation

1

Insert decoy photons

1

Symmetric Key S= P,
Based on S:

M=y9ed

Discard decoy photons

Apply quantum transformation

Measure the qubits to get Y
Verify: ID and counter
Execute: cmd
Increment: counter
Pre-shared key S, =S
S=NULL

Quantum channel
»  Classical channel

Fig. 1: The key fob authentication phase.

M=ydgd
10). Ify,=0and S; =0,
q 510y + 1)), Ify;=0and S; =1, ,
R Y Ity =1 and S; = 0, 2)
%OO) —1), Ify;=1and S;=1

Step 4: The I and X quantum gates are applied to the
qubits of Y7 to produce quantum state transformations. Let
the resultant message be Y99. The gate to be applied to a
qubit y! is determined using the following rule:

X, It S; =0,
Gate = . 3
I, Otherwise.

After applying the quantum gates, the ‘" bit of Y99 can
be written as:

1), Ify, =0and S; =0,
L M— P —
Y19 — 7 0) +11)), I yi=0and S; =1, “
7 |0>, If Yi = 1 and Sz = O,

%(\m —11), Ify;=1andS;=1.

Step 5: Next, the sender generates n decoy
photons {90, a1, ,qn-1} from the states
|O>,|1>,%(|0>+|1>),%(|0> —|1)) and inserts them
into Y99 to construct Y29¢, The positions where the decoy
photons are inserted is based on the following rule:

o Every even position, If Sy =0,
Position = (5

Every odd position, Otherwise.

The resultant message Y99 can be written as:

If Sp =0,
Otherwise.

a9 a9
qud _ {(yo aQO7y1 , 41, 7Q71—1)a (6)

(QO7ygg>(I171/gg7 s 73/319_1)7

Step 6: The key fob sends M = Y %9 to the receiver over a
quantum channel. Upon receiving Y 99%, the receiver first finds
the positions of decoy photons based on Equation (5). Then,
the receiver discards the decoy photons from Y %9¢ to generate
Y99, Subsequently, the receiver applies the I or X quantum
gates to the qubits of Y29 based on Equation (3) to generate
Y 9. Note that the quantum gates are reversible. After that, the
receiver measures each qubit y! of Y9 using a rectilinear or
diagonal basis based on Equation (1) and generates Y.

The receiver extracts the ID of the key fob as well as
the counter value from Y and verifies them. If an adversary
attempts to eavesdrop on the message sent by the key fob,
errors will be introduced and the verification will fail at the
receiver. If the ID and counter value verifications by the
receiver are successful, the operation corresponding to the
command mentioned in Step 2 is executed at the car and the
counter value is incremented. After the successful execution
of the operation, the key .S of the current session will be used
to authenticate the classical channel in the next authentication
event while deriving the next symmetric key. It will not be
used to decode the next unlock message from the key fob,
ie., Sy = P, and S = NULL. This is to prevent replay
attacks.

In Step 3 of the proposed protocol, the key fob and the
receiver derive the bases for quantum measurement from the
quantum key established in Step 1. These bases are used while
preparing the message to transmit. This approach eliminates



the requirement for public announcement of bases. It is more
efficient than using random bases and their announcement as
the sender and receiver do not have to discard photons due to
basis mismatch.

IV. SECURITY ANALYSIS

We first present the security analysis of the proposed
protocol to show that it is secure against classical and quan-
tum attacks. After that, we compare the proposed protocol
with other existing protocols based on the achieved security
properties.

A. Formal Security Proof for the Proposed Authentication
Protocol

Lemma 1: An attacker cannot clone quantum states.

Proof. According to the no-cloning theorem [29], the adver-
sary cannot make copies of a quantum state. Hence, we can
write that the advantage of the adversary in trying to clone
the quantum state is O:

AdUA,Cloning =0. @)

|

Lemma 2. An attacker A cannot obtain any secrets from
the key fob.

Proof. No secrets are stored in the key fob memory.
The symmetric key is established during each authentication
session. Hence, even with the Retrieve() query and physical
attack, A cannot obtain the key from the key fob. |

Theorem 1: The derived symmetric key is secure.

Proof. The security of the derived symmetric key can be
assessed by modelling a security game. If an attacker A can
get the symmetric key for a session correctly, A wins the
game. The game where A attempts to get the symmetric key
is given below:

1) The key fob sends a sequence of photons to the car
receiver over the quantum link.

2) The key fob shares some information with the car receiver
over the classical channel about the photons sent and
derives a symmetric key Py of length n.

3) A derives the symmetric key as P;.

4) A wins the game if it can derive the accurate symmetric
key, i.e., if P, = P}.

The adversary’s advantage in this security game is the
probability of deriving the symmetric key correctly. It can
be written as Advi., = Pr[P, = P}]. As mentioned in
Lemma 1, the adversary cannot make copies of a quantum
state to measure it. From Lemma 2, even with the Retrieve()
query, A cannot retrieve the key from the key fob. Due to the
principles of quantum mechanics, the adversary cannot capture
and measure the photons to derive the symmetric key without
being noticed by the sender and the receiver. Hence, the only
option for A to obtain the symmetric key P is to make a
random guess. Since there are n bits in Py, the probability of

1

guessing P, correctly is 55 which is negligible. As a result,

Advgey = Pr(P, = P} = . [ ]

Theorem 2: The vehicle cannot be unlocked by replaying
the previous messages.

Proof. An attacker A may try to replay a previous message
from the key fob. We can model this replay attempt by the
following security game:

1) A key Py is derived through the QKD technique.

2) The key fob generates a message M of qubits based on
the symmetric key S = P}, and sends it over the quantum
channel to unlock the car.

3) A captures the message M by executing the
Capture(M) query over the quantum channel. A
stores M.

4) The car unlocks. The symmetric key for the session S is
set to NULL at the car receiver.

5) A replays M and sends it to the car receiver by executing
the Send(M) query over the quantum channel. A wins
the game if the car unlocks.

After the successful unlock operation, the key S is set to
NULL at the car receiver in Step 4. It is not valid for the next
sessions. As a result, when A replays M, it cannot be decoded
by the car receiver. Hence, the probability of executing the
operation at the car as a result of replaying M can be written
as Advreplay = 0. |

Theorem 3: The vehicle cannot be unlocked through Roll-
Jam attacks.

Proof. An attacker A’s attempt to execute the RollJam attack
can be modelled by the following security game:

1) A key P} is established between the sender and the
receiver through the QKD technique.

2) The key fob generates a message M; based on the
symmetric key S = P! and sends it to the receiver over
the quantum channel to unlock the car.

3) A captures the message M; by calling the Capture(M;)
query over the quantum channel. A stores M;.

4) A calls the Drop(M;) query over the quantum channel
to jam M;.

5) Since the first unlock attempt failed, the user presses the
unlock button once more.

6) A new key P? is established. The key fob generates a
message M> based on the symmetric key S = P? and
sends it over the quantum channel to unlock the car.

7) A captures the message M by calling the Capture(Ms)
query. A stores M.

8) A jams the message by running the Drop(Ms) query. At
the same time, A sends the message M; to the car by
calling the Send(M;) query.

9) If A can unlock the car, A can replay the message M>
by using the Send(Ms) query later to unlock the car. If
A is able to unlock the car, A wins the game.

In Step 6, a new key P? is established and S is set to PZ,
ie., S = PZ2. As aresult, when A replays M; (generated based
on the symmetric key S = P in Step 8, it cannot be decoded
by the car receiver. Hence, the car does not unlock again and
the user will notice the presence of the attacker. Thus, with the
proposed protocol in place, the adversary cannot execute the



TABLE I: Comparison of the proposed protocol with other protocols: security properties

Features Greene et al. [6] | Greene et al. [7] | Glocker et al. [8] | Parameswarath et al. [9] | Proposed Protocol
Resilience Against Quantum Attacks No No No No Yes
Key fob Authentication Yes Yes Yes Yes Yes
Protection From Replay Attacks Yes Yes Yes Yes Yes
Protection From RollJam Attacks Yes Yes No Yes Yes
Is Clock Synchronization Necessary? Yes Yes No Yes No
Security Proof No No No No Yes

RollJam attack. A’s advantage in this game can be modelled
as AdUROllJam =0. |
Theorem 4: The proposed protocol provides authentication
of a legitimate key fob.
Proof. An attacker A’s attempt to get authenticated as a key
fob can be modelled as a security game. The steps are given
below:

1) A calls Send(M) to send a message M to the car as a
key fob.

2) If the car unlocks after successful authentication, the
attacker wins the security game.

A must send a valid message M to the car receiver to get
authenticated. If A wants to generate a valid message, A needs
to know the symmetric key. Due to the principles of quantum
mechanics, A’s attempt to capture and measure the photons
in an attempt to derive the symmetric key will be detected by
the sender and the receiver. From Theorem 1, if there are
n bits in the symmetric key, the probability of predicting
the symmetric key is 2% which is negligible. Hence, the
probability of A generating a valid message M is negligible
and can be ignored. From Theorems 2 and 3, the attacker
cannot retransmit previous messages through the replay or
the RollJam attacks. As a result, A’s advantage in successful
authentication, Advaq:h, is negligible. Hence, authentication
will be successful only if the message originated from a
legitimate key fob. Thus, the proposed authentication protocol

provides authentication of a legitimate key fob. ]

B. Informal Security Analysis

Protection against attacks by Shor’s algorithm and
quantum computer: In the proposed protocol, the key is
derived through QKD making use of the principles of quantum
mechanics. Unlike the conventional asymmetric cryptographic
techniques used to derive a symmetric key, QKD is not
based on the assumption of the complexity of the underlying
mathematical concepts and the adversary’s inability to solve
them efficiently. Hence, the proposed protocol is immune to
attacks by Shor’s algorithm and quantum computers.

Protection Against Impersonation Attacks: To imperson-
ate a key fob, the adversary needs to send a valid message
based on a shared key. The key is derived between the key
fob and the car receiver by sending photons. Eavesdropping
on the photons shared between the key fob and car receiver to
derive the key will expose the attacker, as per the principles
of quantum mechanics. Hence, the attacker cannot eavesdrop
on the key. Thus, the symmetric key is not available to the

attacker. As a result, the protocol provides protection against
impersonation attacks.

C. Comparison of Security Properties

Next, we compare the proposed protocol with other pro-
tocols based on the security properties it offers. Table I
summarises the comparison of the security features. The
main distinguishing feature of the proposed protocol is the
protection it provides against quantum attacks. Though [6]—
[9] address some of the key security challenges faced by RKE
systems, they have not addressed the threat from quantum
attacks. The key fob and the receiver must have synchronized
clocks for the protocols proposed in [6], [7], and [9] to
work as expected. The proposed protocol does not have
the requirement for clock synchronization. To summarise,
the proposed protocol provides protection against attacks by
classical computers as well as quantum-enabled attacks.

V. SIMULATION EXPERIMENTS

We have simulated the QKD process by using the quantum
simulator QuVis [30]. We measured the parameters in two sce-
narios: no eavesdropping and eavesdropping. Random bases
were selected to send polarized photons in both scenarios.
The eavesdropper also used random bases. In each scenario,
500 photons were sent from the source to the destination
in batches of 100. The total number of photons sent (/Vy),
the number of final key bits (N;), the number of errors
(Ne), and the error probability (P, = N./Ny) were recorded
during the simulation. The results for no eavesdropping and
eavesdropping scenarios are summarised in Table II.

TABLE II: Error probabilities

No eavesdropping With eavesdropping

Nt Nk Ne P Nt Nk Ne P

100 | 45 0 0 100 | 49 9 0.184
200 | 103 0 0 200 | 104 | 25 0.24
300 | 158 0 0 300 | 160 | 44 | 0.275
400 | 206 0 0 400 | 224 | 66 | 0.295
500 | 252 0 0 500 | 277 | 77 | 0.278

The simulation results indicate that eavesdropping increases
the error probability at the receiver that can be detected by the
sender and receiver.

VI. CONCLUSION

Given the rise in the development of quantum computers,
the need to replace traditional cryptography systems with
quantum-safe systems is essential. One such scenario that
would benefit from adopting QKD is the RKE system. In



this paper, we proposed a QKD-based protocol for secure
key exchange in RKE systems. We also presented a security
analysis of the proposed protocol. Through the security proofs,
we have demonstrated that the proposed protocol is secure
against threats by an adversary with classical and quantum
computing capabilities.
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